Wigan

I am currently embarking on a research project around Cyber Security and was hoping you could provide me with
some contract information relating to following information:

1)
2)

3)

Standard Firewall (Network) - Firewall service protects your corporate Network from unauthorised access and
other Internet security threats

Anti-virus Software Application - Anti-virus software is a program or set of programs that are designed to
prevent, search for, detect, and remove software viruses, and other malicious software like worms, trojans,
adware, and more.

Microsoft Enterprise Agreement - is a volume licensing package offered by Microsoft.

The information I require is around the procurement side and we do not require any specifics (serial numbers,
models, location) that could bring threat/harm to the organisation.
For each of the different types of cyber security services can you please provide me with:

1)
2)
3)
4)
5)
6)
7)
8)

9)

Who is the existing supplier for this contract?

What does the organisation annually spend for each of the contracts?

What is the description of the services provided for each contract?

Primary Brand (ONLY APPLIES TO CONTRACT 1&2)

What is the expiry date of each contract?

What is the start date of each contract?

What is the contract duration of the contract?

The responsible contract officer for each of the contracts above? Full name, job title, contact number and direct
email address.

Number of Licenses (ONLY APPLIES TO CONTRACT 3)

Standard Firewall

1)
2)
3)

4)

3)
6)
7)
8)

Provided by Agilsys Wigan councils IT Managed Service Provider.
Provided by our IT MSP contract
Provided by our IT MSP contract

The Council confirms that it holds this information. The Brand of security products is being withheld from
disclosure. Section 31(1)(a) of the Freedom of Information Act 2000 (FolA) states that information is
exempt information if its disclosure under this Act would, or would be likely to, prejudice the prevention or
detection of crime.

Disclosure under the FolA is deemed to be disclosure to the world at large, i.e. placing it in the public
domain. The council must take steps to avoid malicious attack on its infrastructure, we therefore believe
that the exemption at section 31(1)(a) of the FoIA is engaged.

This exemption is subject to a Public Interest Test. Whilst the Council acknowledges the inherent public
interest in transparency in its activities, it believes in this case the public interest in protecting the personal
and sensitive data held on its systems is of more significance. Furthermore, the cost to the public purse
of responding to cyber attacks adds to the balance of arguments against disclosure. Taking these factors
into consideration, the Council assesses the public interest is not in favour of disclosure.

Agilisys contract is in “Termination Assistance” The main contract ended 31st Jan 2024;
Feb 2013

Provided by our IT MSP contract

Robert Gregory — Assistant Director Digital - R.Gregory@wigan.gov.uk
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Anti Virus

1)
2)
3)

4)

),
6)
7)
8)

Provided by Agilsys Wigan councils IT Managed Service Provider.
Provided by our IT MSP contract.
Provided by our IT MSP contract

The Council confirms that it holds this information. The Brand of security products is being withheld from
disclosure. Section 31(1)(a) of the Freedom of Information Act 2000 (FolA) states that information is
exempt information if its disclosure under this Act would, or would be likely to, prejudice the prevention or
detection of crime.

Disclosure under the FolA is deemed to be disclosure to the world at large, i.e. placing it in the public
domain. The council must take steps to avoid malicious attack on its infrastructure, we therefore believe
that the exemption at section 31(1)(a) of the FolIA is engaged.

This exemption is subject to a Public Interest Test. Whilst the Council acknowledges the inherent public
Interest in transparency in its activities, it believes in this case the public interest in protecting the personal
and sensitive data held on its systems is of more significance. Furthermore, the cost to the public purse of
responding to cyber attacks adds to the balance of arguments against disclosure. Taking these factors into
consideration, the Council assesses the public interest is not in favour of disclosure

Agilisys contract is in “Termination Assistance” The main contract ended 31st Jan 2024;
Feb 2013

contract not held directly but through Agilisys MSP

Robert Gregory — Assistant Director Digital - R.Gregory@wigan.gov.uk

Microsoft EAS

1)
2)
3)

4)
3)
6)
7)
8)
9)

2
1225
3325
1500
455
53

1
4550
25
76
56

1
4550
1

1

1)) Provided by Agilsys Wigan councils IT Managed Service Provider.

£1,068,915.00

Agilisys hold the contract with Vendor(s) directly not the council This just standard EAS Agreement for Local
Gov

Microsoft

30th June 2025

1st July 2022

3 Years

Robert Gregory — Assistant Director Digital — R.Gregory@wigan.gov.uk

Format below - Number of Licences / Licence Type

VSEntSubMSDN All Language LicSAPk MVL

M365 E3 FromSA ShrdSvr ALNG SubsVL MVL PerUsr

SPE E3 ShrdSvr All Language SubsVL MVL PerUsr

M365F1FullUSL ShrdSvr ALNG SubsVL MVL PerUsr
WinRmtDsktpSrvcsCAL All Language SubsVL MVL PerUsr

Project Plan3 Shared All Lhg Subs VL MVL Per User

PwrBIPremP1 ShrdSvr All Language SubsVL MVL
AudioConfPayPerMin ShrdSvr ALNG SubsVL MVL PerUsr
MeetingRoom ShrdSvr ALNG SubsVL MVL PerDvc

VisioOnInP2 ShrdSvr ALNG SubsVL MVL PerUsr

PwrBIPro ShrdSvr All Language SubsVL MVL PerUsr
AzureMonetaryCommit ShrdSvr All Language SubsVL MVL Commit
Audio Conferencing Select Dial Out Sub Add-on

M365E5Security ShrdSvr ALNG SubsVL MVL PerUsr
M365E5Compliance-EMS ShrdSvr ALNG SubsVL MVL PerUsr FromAIPPP2
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M365E5Compliance-EMS ShrdSvr ALNG SubsVL MVL PerUsr
M365E5InsiderRiskManagement ShrdSvr ALNG SubsVL MVL PerUsr
M365E5InfoProt&Governance ShrdSvr ALNG SubsVL MVL PerUsr
M365E5Security ShrdSvr ALNG SubsVL MVL PerUsr FromWINESSTPE3
CloudAppSec All Language SubsVL MVL PerUsr
AzureActvDrctryPremP2 ShrdSvr All Language SubsVL MVL PerUsr
0365ThreatIntelligence ShrdSvr All Language SubsVL MVL PerUsr
AzureATPforUsrs ShrdSvr ALNG SubsVL MVL PerUsr
0365AdvThrtPrtctnPInl ShrdSvr ALNG SubsVL MVL PerUsr
MicrosoftDefenderATP ShrdSvr ALNG SubsVL MVL PerUsr
M365F1FullUSL ShrdSvr ALNG SubsVL MVL PerUsr
M365F5Security+Compliance ShrdSvr ALNG SubsVL MVL AddOn
SPE E5 ShrdSvr All Language SubsVL MVL PerUsr



