Council

m Office 365 Message
Encryption (OME)

Step-by-step guide on how to open a secure,
encrypted email sent from Wigan Council



Introduction

From September 2021, Wigan Council now use Microsoft’'s Office 365 Message Encryption
(OME) process for sending sensitive information via encrypted (secure) emails, including
documents holding sensitive information.

Wigan council no longer use Egress and you will not receive any further Egress emails from us.

As this new process works with other Microsoft Office 365 tools that the council already uses,
email encryptionand sharing documents will become much easier and more secure. Many
organisations use OME.

e Accessing encrypted emails - to decrypt the email message, you will firstly need to
follow an authentication process . More information about this process and how to decrypt
and open a secureemail is explained in this GUIDANCE.

e Recognising genuine encrypted emails - we will only ever contact you from a Wigan
Council email address ending “"@wigan.gov.uk”.

e This guide covers the general flow of opening and responding to a Wigan Council Microsoft
OME generated email but is in no way a reflection of any specific IT operating platform.
Please see Microsoft’s official OME guidance here for further details or where accessible
refer to your own IT Support services for guidance.


https://docs.microsoft.com/en-us/microsoft-365/compliance/ome?view=o365-worldwide

Instructions

1. When you open the email from your inbox, you will see the following message. Click ‘Read
Secure Message’.

Wigan® Sign in to view the message
Council

Bloggs, Joe (Joe.Bloggs@Bolton.gov.uk) has sent you a
protected message. SIQI'I in With Google

G

Read Secure Message

Learn about messages protected by Office 365 Message Encryption.

Sign in with a One-time passcode

This email and any files transmitted with it are confidential and intended solely for the use of the

individual or entity to whom they are addressed. If you have received this email in error please notify the Need Hel p'?
Sender.

Privacy Statement

Email encryption powered by Office 365. Learn More P rivacy :';te tement
Microsoft Corporation, One Microsoft Way, Redmond, WA 98052

2. If you have a Microsoft or Google account you can use the “Sign In”. This must be linked to
the email you have received our email to. Or you can request a passcode by Clicking on the
‘Sign in with a One-time passcode’. A passcode will be required each time you access
this email.



3. If you choose one time passcode - a verification page will appear in your browser in a
separate tab on your device. The verification window does not open in your email client.
The passcode screen prompts you to enter the passcode that you will be sent to you from
Microsoft separately to your email address. The passcode email will contain an 8-digit
passcode. You will need to navigate between your email screen and this verification screen
on your device to enter the code.

e You are able to select the "This is a private computer. Keep me signed in for 12
hours”, this is useful should you expect to have a frequent email conversation
using OME encryption over a 12 hour period this means the browser screen for
your email will remain and not time out.

We sent a one-time passcode - '@googlemail.com.

Please check your email, enter the one-time passcode and click continue. The one-time
passcode will expire in 15 minutes.

One-time passcode | |

(J This is a private computer. Keep me signed in for 12 hours.

Continue

Didn't receive the one-time passcode? Check your spam folder or get another one-time passcode.




4. Check your Inbox or your Spam folder for the email sent from Microsoft with your one-time
passcode.

Wigan”

Council

Here is your one-time passcode

51515878

To view your message, enter the code in the web page where you requested
it.

NOTE: This one-time passcode expires 15 minutes after it was requested.

5. Go to the passcode screen, in your browser on your device and Enter the passcode you have
been sent then press ‘Continue’

6. You will now be able to read the message. The message will remain in your device browser
and any replies should be made from here. Should you wish to download any attachments
you can from the email. All attachments will use Microsoft Rights management to restrict
access.

e Please note that if you ‘reply’ or ‘forward’ the email, it will remain encrypted, but
the sender can control the permission for you to forward. Email sent as Do Not Forward
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will be clearly marked as "Do Not Forward”; all other emails you can forward. You will
also notice within the opened email the reply options will have “forward” greyed out.

o You cannot send a reply or forward the email message without the encryption
remaining in place. Where Wigan Council has allowed you to forward an email

sent to you it is your full responsibility to protect the council’s data in all
circumstances.

o Recipients that you forward to will need to access the email with a passcode or
use the google login process above.

e Encryption permissions are controlled by Wigan Council, the sender, and cannot be
changed by recipients. This includes “"Do Not Forward”.

Do Not forward

@wigan.gov.uk>
To @googlemail.com

@ If there are problems with how this message is displayed, click here to view it in a web browser.
Click here to download pictures. To help protect your privacy, Outlook prevented automatic download of some pictures in this message.




7. When you have submitted your passcode the email will open in your browser in a
“"Read only” outlook 365 tab. From here you can preview attachments, download any
attachments, read the email body and submit a reply. Replying to this email from this
window will keep the content encrypted back to the council.

@ outlook.office365.com/Encryption/default.aspx?item|D=E4E_NM

Wigan® h :
Council SOmeOne@SOmeW ere.com Sign Out

#secure# OME Email from Wigan council

} @wigan.gov.uk> & Replyall | v
Today, 1:15 PM

_  2@googlemail.com ¥

Encrypt: This message is encrypted. Recipients can't remove encryption.

- OME Word File.docx v OME Excel File.xlsx
m 57 KB u 54 KB

2 attachments (111 KB)

Hello from Wigan

Mr Test
Service Delivery
Digital, Leisure and Wellbeing Services

Wigan Council
Wigan Town Hall, Library Street, Wigan WN1 1YN

[www.wigan.gov.uk]www.wigan.gov.uk  www.twitter.,com/wigancouncil




Previewing attachments

igan®
(‘:’2&0& someone@somewhere.com I Sign Out

#secure# OME Email from Wigan council

@wigan.gov.uk> S Replyall |v
Today, 1:15 PM

@googlemail.com ¥

{ Encrypt: This message is encrypted. Recipients can't remove encryption.

- OME Word File.docx v OME Excel File.xIsx W
m 57 KB u 54 KB
2 attachments ( preview

Hello fromW  pownload

Mr Test
Service Delivery
Digital, Leisure and Wellbeing Services

Wigan Council
Wigan Town Hall, Library Street, Wigan WN1 1YN

[www.wigan.gov.uk]www.wigan.gov.uk  www.twitter.com/wigancouncil

On the attachment drop down you can preview a read only view of the attachment in
the same browser window. You can also select the attachment by clicking on it to
switch between preview and email view in the outlook office365 browser window.



Downloading Attachments

Wigan®

#secure# OME Email from Wigan council

s@wigan.gov.uk> S Replyall |V
Today, 1:15 PM

2@googlemail.com ¥

Encrypt: This message is encrypted. Recipients can't remove encryption.

OME Excel File.xlsx

m = OME Word File.docx v v
57 KB 54 KB
2 attachments ( Preview
Hello from W pownload
Mr Test
Service Delivery
Digital, Leisure and Wellbeing Services
Wigan Council
Wigan Town Hall, Library Street, Wigan WN1 1YN
[www.wigan.gov.uk]www.wigan.gov.uk  www.twitter.com/wigancouncil
6 This message is confidential for the use of the addressee only.
B OME Excel Filexlsx A @5 OME Word File.docx ~ Show all

When Downloading attachments each browser is slightly different, for display purposes
only your browser will indicate to you that files are downloaded, in the example above
the attachments are downloaded at the bottom of the browser window. Select these to
open them.



Important

When working with Word and Excel documents downloaded locally to your device you
will need to be logged in to any Microsoft software accounts associated with the email
address that you have received the email with. Without doing this the OME encryption
and Microsoft Rights Management controls will not allow you to access the documents.
PDFs are exempt from Microsoft Rights Management.

This is the same if you forward the email, the person who is accessing the content will
also need to be signed into Microsoft software accounts relevant to the recipient’s email
address.

Opening and working with documents

When you open a document you will need to select “"Enable Editing” if you want to
change that document.

Document Permissions can be viewed by selecting “View Permissions” tab

OME Word File - Protected View - Saved to this PC ~

File Home Insert Draw Design Layout References Mailings Review View Help
@ PROTECTED VIEW Be careful—files from the Internet can contain viruses. Unless you need to edit, it's safer to stay in Protected View. Enable Editing
@ RESTRICTED ACCESS This message is encrypted. Recipients can't remove encryption. View Permission...
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View Permissions on Documents

My Permission ? X

You are currently authenticated to view this document as:
espanga82@googlemail.com

Restricted Access - This message is encrypted. Recipients can't
remove encryption.

You have the following permissions:

View: Yes
Edit: Yes
Copy: Yes
Print: Yes
Save: Yes
Export: No
Request additional permissions... oK
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Replying to an email

To keep the content encrypted when you reply to a Secure Wigan Council email you should
please use the original email to create your response.

If this is not immediate and you haven’t chosen the 12 hour option for the email to remain
in the browser window you will be prompted for a different one time passcode. As before,
follow the same process to obtain a passcode unless you have signed in with a Google
account. Access the email, choose Reply, respond and add any attachments and then click
Send.

igdﬂ
gvomci espanga82@googlemail.com Sign Out
™ Send [ Attach Discard  eee 1
Encrypt: This message is encrypted. Recipients can't remove encryption.
To @ | i@wigan.gov.uk> X Bcc
A :
Cc [ E ) 2@googlemail.com %

W
Re: #secure# OME Email from Wigan council a8

Hello b{ack from recpient

From: | s@wigan.gov.uk>

m Discard @J @ © &/ v
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Forwarding an Email
To keep the content encrypted when you forward a Secure Wigan Council email you can
select the Forward option from within the Outlook 0365 browser window.

If this is not immediate and you haven’t chosen the 12 hour option for the email to remain
in the Outlook 0365 browser window you will be prompted for a different one time
passcode. As before, follow the same process to obtain a passcode unless you have signed
in with a Google account. Access the email, choose Forward, add comments and add any
attachments and then click Send.

Please be aware of the Forward and Do Not Forward limitations above
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